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1 Introduction 

1.1 Description of the Project 

Direction 4.0 aims at promoting the concept of Industry 4.0 and related technololgies among 

secondary school students and encouraging them to choose technical careers. This will be 

achieved by providing teachers with updated didactic material and researching the 4.0 skills 

profile. 

The project is focused on raising the awareness of Industry 4.0 and developing skills related to 

new technologies such as robotics, 3D printing, cloud computing, Virtual and Augmented reality 

and cyber safety. 

Direction 4.0 is a project addressing the needs of STEM teachers and their students, at secondary 

level. 

All outputs of the project are accessible here: https://dir40.erasmus.site/space-4-0/  

1.2 Objectives of the Project 

The three main objectives of Direction 4.0 are: 

 Production of didactic materials for STEM teachers to introduce and promote Industry 4.0 

among students. 

 Presentation of current state of readiness for Industry 4.0 and its relevance for labor 

market. 

 Production of an Industry 4.0 toolbox for teachers containing all developed material, and 

also a space to meet other teachers and share experiences. 

1.3 Aim of this Document 

The aim of this document is to provide a present state of readiness for Industry 4.0, taking into 

account statistics and desk/field research on the awareness of the topic and its relevance for 

future labour market, in partner countries and all EU.  

This shall serve as a professional carrier roadmap, showing the direction in which to go, to 

best prepare for new industrial trends, and encourage students to choose more technical 

fields of study.  

This document is part and parcel of the 4.0 Model Skills Set, aimed at determining an ideal 

skills set, within the specific fields of Industry 4.0. Additionally, this document paves the way to 

the digital skills verification tool implemented on SPACE 4.0  

  

https://dir40.erasmus.site/space-4-0/
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2 Industry 4.0 Career Roadmap 

2.1 Industry 4.0 and the Job Market 

2.1.1 Cyprus 

2.1.1.1 Introduction  

Cyprus has a small, predominantly service-based economy, with tourism, financial services and 

shipping being the important sectors. However, the manufacturing sector is fast growing, reaching 

a 2% increase every year since 2016. High-tech job covers a 7.3% of employment share in 2018 

while forecasts say that the manufacturing sector in Cyprus will grow 23.4 % over the next 10 

years. 

In regards with occupations in the manufacturing sector, the highest concentration is found in 

manufacturing workers, machine and plant operators and construction workers, with 3340, 3224 

and 2479 working professionals respectively. 

Although the numbers are big for a small manufacturing sector, only a fragment of these 

professions are related to Industry 4.0 and the technologies involved. 

2.1.1.2 Related jobs in Cyprus 

After conducting a thorough research through the web for job openings in Industry 4.0 related 

fields, the results do not look promising. The research contained the following websites: 

linkedin.com; indeed.com; monster.com; kariera.gr; cypruswork.com; cyprusjobs.com; 

grsrecruitment.com; and carrerfinders.com.cy 

The most related job to Industry 4.0 and its various technologies are as follows: 

- BI Specialist (Data Science and Consulting) 

- Automation Engineer 

- Software Engineer for Robotic Systems 

- Cloud Architect and Software Developer (Java/Cloud/Android) 

 

Research revealed that there is a higher demand on IT related jobs compared to manufacturing 

and other industries related to Industry 4.0, which led us to the conclusion that IT growth 

overcomes any other relevant industry in Cyprus. 

  



 
 
 
 

Page 6 

 

Direction 4.0 - Promotion and 

Development of Industry 4.0 related skills 

2018-1-FR01-KA202-047889 

 

2.1.1.3 Industry needs Analysis Results – Cyprus 

2.1.1.3.1 Information about Respondent Companies 
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2.1.1.3.2 Skills looked for when recruiting new employees 

 

 

  



 
 
 
 

Page 8 

 

Direction 4.0 - Promotion and 

Development of Industry 4.0 related skills 

2018-1-FR01-KA202-047889 

2.1.2 France 

2.1.2.1 Introduction  

In France, according to 2018 statistical, 71.9% of people aged 15 to 64 are active in the sense of 

the International Labour Organization (ILO) whether they have a job or are unemployed. This rate 

increases by 0.4 point, it is higher since 1975. This increase is due to that of the employment rate 

(+ 0.7 for 15-64 year olds), more for young people and senior citizen.  

Among the various economic activities, the industry stands out as a pillar of the economy, its 

share in GDP has fallen sharply but remains significant. GDP amounted to € 2,291.7 billion in 

2017 [1]. Over the same period, the French industry sector generated € 285.8 billion in value 

added [2]. Thus the industry's share of GDP accounted for 12.47% in 2017. The French industrial 

sector had 4,551,000 salaried jobs in 1989, it had only 3,180,000 in 2017 ... a decrease of 30% . 

Some industrial activities, such as textiles and leather or the extractive industry, are very much 

affected by this phenomenon of deindustrialisation of the country.  

According to the latest statistics from INSEE (French National Institute for Statistical and 

Economic Studies) on paid employment, published on March 12, 2019 for the fourth quarter, net 

job creation in industry is up 6,500 jobs compared to the previous quarter and 9,500 compared to 

2017.  

[1] Insee, https://www.insee.fr/fr/statistiques/3550563?sommaire=3547646 

[2] Insee, https://www.insee.fr/fr/statistiques/2830197#tableau-Donnees 

The evolution of salaried employment in industry by subsectors 

The industry sector has many different subsectors of activity. As we have seen, the general trend 

is a decrease in salaried jobs. However, it is interesting to analyse the evolution of sub-sector 

wage employment by sub-sector, in order to understand how this general decrease is distributed. 

The table below represents the number of staff (in thousands, excluding acting) in each sub-

sector in 1989, 2003 and 2017, as well as the corresponding rates of change. 

 

Industry sub-sectors 
 

1989 2003 1989/2003 2017 2003/2017 1989/2017 

Computer, electronic and 
optical product 
manufacturing 

204 170 -16.67% 131 -22,94% -35,78% 

Machinery and equipment 
manufacturing 

275 229 -16,73% 178 -22,27% -35,27% 

Automobile industry 310 297 -4,19% 192 -35,35% -38,06% 

Clothing industry 443 202 -54,04% 106 -47,52% -76,07% 

Chemical industry 232 178 -23,28% 140 -21,35% -39,66% 

Pharmaceutical industry 89 90 1,12% 81 -10% -8,99% 

Metallurgy 580 489 -15,69% 379 -22,49% -34,66% 

Other manufacturing 
industries 

425 350 -17?65% 276 21,14% -35,06% 

https://www.ifrap.org/emploi-et-politiques-sociales/focus-sur-lemploi-dans-lindustrie-francaise#_ftnref1
https://www.insee.fr/fr/statistiques/3550563?sommaire=3547646
https://www.ifrap.org/emploi-et-politiques-sociales/focus-sur-lemploi-dans-lindustrie-francaise#_ftnref2
https://www.insee.fr/fr/statistiques/2830197#tableau-Donnees
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2.1.2.2 Related jobs in France 

Industry 4.0 requires the adoption of new technologies in their functioning which probably implies 

a more skilled workforce. Digitalization is constantly reinventing trades, so the workforce should 

follow this evolution and acquire new skills to be able to interact with the systems put in place and 

exploit the data they produce. Digitization is constantly reinventing trades, so the workforce should 

follow this evolution and acquire new skills in order to interact with the systems put in place and 

exploit the data they produce. Thus, the biggest challenge for manufacturers would be to acquire 

this workforce in order to be able to follow this shift towards these connected factories.  

 

According to our survey, to day the job  and skills most in demand in the labour market related 

to Industry 4.0 in France  are:  

• Manager of the factory of the future is the second business placed in the management. 

He is in charge, with a team of anticipate future technologies developments: digital, big data, 

robotization, digital tools and so on. He is in charge of transforming the existing factory into 

a smart factory in the same spirit of industry 4.0 or of setting up a new factory based on the 

new technologies of Industry 4.0. Accessing this position generally requires extensive 

experience in the industry and team leadership sector. 

• Chief digital officer very popular in the industry. Its mission is  strategic since it must 

accompany an industrial group to fully enter the digital age imposed by industry 4.0. After 

an inventory, it sets up an action plan by defining the numerical priorities for the company 

and the strategy. 

• Cyber security engineer All technological advances require strengthening the industry's 

ability to protect itself from the risks associated with the fraudulent use of data. The 

connectivity of equipment’s provides a significant attack surface for malicious individuals. 

Factories can be attacked from their computer systems. The main risk is the theft of 

manufacturing secrets, and even the shutdown of production lines. For this, having a cyber 

security engineer is in great demand by companies, his role is to: 

- Analyse risks and security needs 

- Define a security policy 

- Write security procedures 

- Raise awareness and train on safety issues 

- Define security architectures 

- Perform security tests 

- Supervise and administer security solutions 

- Detect, analyze and qualify incidents, threats 
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Employment opportunities (Example) 

In this part, we present few Employment opportunities the most common jobs position/title/field) 

for the specific industry field in Industry 4.0 in France  

For this work, we analysed the job offers related to industry 4.0 in 3 most used websites in France, 

this survey is conducted in October 2019. 

 

                      website 

Field 

 

Indeed 

 

Cadre emploi-  

Keljob 

 

Monster 

Smart factories 
     793               14 30 

3D printing 
     124                3                 44 

Robotics 
    2460            530 

             

              1018 

Cloud computing 
     174                3                 64 

AR/VR 
     1045              25                162 

Cyber safety 
     1252               67                1979 



 
 
 
 

Page 11 

 

Direction 4.0 - Promotion and 

Development of Industry 4.0 related skills 

2018-1-FR01-KA202-047889 

2.1.2.3 Industry needs Analysis Results – France 

2.1.2.3.1 Information about Respondent Companies 

 

  

  

Size of the Company 

Industry 4.0 technologies where company is investing or is planning to invest in the next 5 years  
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2.1.2.3.2 Skills looked for when recruiting new employees 

  

 

  

Soft Skills 

Digital Skills 
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2.1.3 Italy 

2.1.3.1 Introduction  

In Italy today there are many different systems of production, new and original but also old models 

of organization, creativity and innovation are becoming the fundamental aspects pursued by some 

companies in the attempt of differing from those economies where the labor cost is much lower. 

Today the new model is the development of the necessary digital skills, but not all the companies 

understand the advantages of investing in digitalization and supplying new economical resources 

in this field, particularly the small ones. 

For what concerns Industry 4.0 a key role is played by start-ups which can help companies to 

innovate with products and services through partnerships or open innovation strategies. 

Italian start-ups work mainly in the cloud area, the difficulty depends on an incomplete diffusion 

of Industry 4.0 and also on a problem of comprehension of its importance. 

Anyway statistics show that ours is a pioneering country under the profile of new technologies. 

Italian big and medium size companies are embracing the change increasing investments. 

Although the economic recovery in Italy is emerging less markedly compared to other countries 

like Germany, France and Spain, data on the performance of our country reveal a favourable 

picture and encouraging the development of the Industry 4.0. 

The most recent data on the state of adoption and application of 4.0 technologies in the field 

reveal that Italy maintains a strong position in Europe and the world. With around 5,400 

manufacturing companies high-tech, Italy is among the top four Countries in Europe (together 

with Germany, UK and Poland), where they are counted as a whole about 46,000 high-tech 

companies. 

Then by broadening the perspective to the high-tech sectors (including beyond manufacturing 

also services), Italy still ranks among the first places in Europe, with over 105,000 businesses. 

Our country is positioned above of the European average also in terms of production and 

application of industrial robots and 4.0 technology adoption such as cloud, IoT, M2M 

communication. In Italy many resources are invested in scientific and technological research. 

According to the European Commission data, research and development of top Italian spenders 

R&D (about 185.4 million €) is higher than the EU average (165.8 million €), at least if considered 

in absolute values. 

The profile follows from these premises of a country rich in resources and potential, that deserve 

to be adequately exploited and exploited through strategies of collaboration between companies, 

institutions and public and private bodies 

2.1.3.2 Related jobs in Italy 

The most common jobs required are in the field of robotics, maintenance and control of industrial 

machines, logistics, packaging. 

Italy is part of the " world-wide top 10", talking about many of the technologies at the service of 

Industry 4.0. This data must instill trust and ambition for companies, as it confirms the potential of 

our industrial system. 
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Robotics 

Industrial robotics is a sector highly concentrated and dominated at the level from four leading 

countries: China, Korea of the South, Japan, and the United States. However, Italy ranks 7th in 

the world with an annual production of 6,500 units (Błąd! Nie można odnaleźć źródła 

odwołania.), which is estimated to rise to around 8,500 by 2020.  

This perspective appears encouraging: despite remaining a large gap concerning growth planned 

for Germany (25,000 units), the Italian production of industrial robots will stay above other 

important European countries like Spain (6,500), France (6,000) and UK (2,500). 

Furthermore, Italy remains within the world's top 10 also in terms of industrial robotic intensity, 

which is comparing the number of industrial robots to the size of the workforce. According to the 

data of the International Federation of Robotics, there is a worldwide average of 74 robots per 

10,000 employees, while in the European market the average rises to 99 units. Italy, with an index 

of robotic intensity of 185, is maintained ahead of Spain (160), France (132) and UK (71). 

 

Figure 1 - Annual offer of industrial robots in the World (units) 
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In detail, jobs in robotics in demand include: 

- Software Developer. Software developers are the masterminds behind computer 

programs of all types. Some software developers may focus on a specific program or app, others 

create giant networks or underlying systems that help trigger and power other programs. This is 

why there are two main classifications of developers: applications software developers and 

systems software developers. 

- IT Advisory Consultant supports the development of IT strategy, architecture and design 

of solutions that form part of complex IT related assignments. They advise clients on the overall 

enterprise architecture landscape on various solution architecture areas including technology, 

information, data, security, and integration.  They work with client counterparts in designing and 

implementing business capabilities that harness emerging and scaled technologies, such as 

Cloud, Blockchain, AI, Automation, data and analytics and Internet of Things (IoT). 

 

Cloud 

According to the estimates of the Polytechnic of Milano, the Italian technology market cloud is 

constantly expanding: in 2017 it grew by 18% reaching a worth of almost 2 billion euros. All the 

industrial sectors are affected by this development, but it is above all manufacturing which drives 

progress and the evolution of this technology, confirming one of the most dynamic also in Italy. 

The technologies related to cloud computing also represent a crucial factor in the development of 

Industry 4.0 and digital innovation. 

 

They make it possible to implement numerous other solutions, such as management of 

information deriving from big data and cognitive analytics, predictive modelling and the adoption 

of tools of artificial intelligence and machine learning. According to Eurostat data, technologies 

cloud is implemented by about 22% of Italian companies. 

 

Figure 2 shows as Italy is substantially in line with the average European Union (21%) but ahead 

of countries like Spain (18%), France (17%) and Germany (16%). 
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Figure 2- Percentage of companies that have adopted cloud technologies, by country (%) 

 

Cloud Computing 

A considerable number of vacancies on Cloud Computing or related technologies resulted from 

the research. These included vacancies for: 

- DevOps Engineer. DevOps Engineer works with developers and the IT staff to 

oversee the code releases. They are either developers who are interested in 

deployment and network operations or sysadmins who have a passion for scripting 

and coding and move into the development side where they can improve the planning 

of test and deployment;  

- Front End Developer. A front-end web developer implements visual elements that 

users will see and interact with in a web application. Front End Developer are usually 

supported by back-end web developers, who are responsible for server-side 

application logic and integration of the work front-end developers do. 

- Big Data DevOps Engineer. They are responsible for supporting the users of the 

infrastructure they develop, and the first line of defense is protecting the cloud against 

hackers and viruses. They do this with code, of course, building secure software from 

the start. 

- DevOps Software Engineer. DevOps assimilates development and operations teams 

to improve the collaboration process. A DevOps Engineer will work with IT developers 

to facilitate better coordination among operations, development, and testing functions 

by automating and streamlining the integration and deployment processes.  

- Networks and IT Security Specialist. The Network Security Specialist is responsible for 

overseeing the computer networks for any security threats or unauthorized users. The 

Security Specialist will have to identify the compromised machines and will provide a 

brief of the security measures taken by them 
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3D Printing 

An extensive search on jobs for 3D printing highlighted a demand for 3d Modelling Experts and 

CAD services. 

AR / VR 

No job vacancies were found in direct relation to AR and/or VR. However, a number of jobs on 

design were listed. These have already been highlited in the 3D Printing Section. 

Smart Factories 

Jobs specifically related to Smart Factories are highly sought after. Confindustria has raised 

an alarm: 280 thousand professionals are missing for Industry 4.0. The technology's shot 

forward was so fast that the training couldn't keep up. 

Machine-to-Machine Communication 

According to OECD estimates, Italy is one of the leading countries (6th place in the world) 

also as regards the interconnection between industrial machines (M2M communication). 

This technology allows an exchange of automatic and real-time data and information 

within a network of plants, machineries, sensors, and industrial robots. As such, 

communication M2M represents one of the elements fundamental principles of Industry 

4.0 and constitutes the infrastructure behind the Internet of Things. In Italy, the spread of 

SIM cards installed in machines and sensors (necessary to enable M2M data 

transmission) is equal to 16.4 per 100 inhabitants: a given equivalent to countries like 

China and Germany and even higher than Japan (12.7) and South Korea (8.3). 

 

Internet of Things (IoT) 

In 2017, the IoT (Internet of Things) market in Italy reached a value of over 3 billion and a 

half euro, with a 32% growth compared to the previous year16. This given, in itself positive, 

is the confirmation of a development path that continues at a fast pace. Over the past 

three years, the value of the sector is more than that doubled (+ 139%), considering that 

in 2014 amounted to about 1.55 billion. In particular, the Smart Metering and Smart Car 

are the most valuable ones absolute (980 and 810 respectively million €), followed by the 

Smart Building (520 million) and Internet solutions of Things for industrial logistics (360 

million). The Smart City segments (320 million) and Smart Home (250 million), although 

more contained in absolute value, the result however very dynamic, with growth 

respectively 40% and 35% 17  

The most required jobs are: Industrial data scientists, robot coordinator, IT/IoT solution 

architect, industrial computer engineer/programmer, industrial UI/UX designer, Smart 

Metering Specialist. 
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Cyber Security 

Cyber Security was not only featured in specific related jobs but also in IT related jobs which 

by nature require the skills and competencies linked to security. In particular, a number of 

security related vacancies were brought about by the new regulations and standards set by 

the General Data Protection Regulations (GDPR). Vacancies found included: 

- Senior Cyber Security Officer /Senior Cyber Security Manager. They monitor systems 

for security gaps, design effective solutions and provide reports to management. 

- Chief Information Security Officer (CISO) defines the right strategy to protect the 

corporate assets and mitigate possible IT risks. Sometimes they are called IT Security 

Managers. They are responsible for the protection of the organization computers, 

networks and data against external threats (security breaches). 

- Data Protection Advisory Consultant offers support implementing and/or sustainably 

improving GDPR-compliant data protection in the company 

- IT Systems Administrator Ensures security and efficiency of IT infrastructure and 

ensuring access control 

- DPO and compliance manager works with the company to ensure that required 

security controls are in use 

- DevOps Engineer. Conducts system tests for security, performance, and availability 

and ensures the security of all IT Systems 

- Senior Systems Administrator supervises the Operations team, monitors system 

performance and configures new software and hardware. 

- Information Security Analyst. They are responsible for analyzing data and 

recommending changes to higher ups, but do not authorize and implement changes. 

 

2.1.3.3 Industry needs Analysis Results – Italy 

2.1.3.3.1 Information about Respondent Companies 
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2.1.3.3.2 Skills looked for when recruiting new employees 

 

 

Soft Skills 

Digital Skills 
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2.1.4 Malta 

2.1.4.1 Introduction  

Malta’s free market economy – the smallest economy in the euro-zone – relies heavily on trade 

in both goods and services, principally within Europe. Malta's economy is dependent on foreign 

trade, manufacturing, and tourism. Due to the lack of natural resources, the country is heavily 

dependant on human capital. The GDP composition by sector of origin stands at 10.2% for 

Industry (including, manufacturing, energy production, and construction) (2017 est.) and 88.7% 

for Services (covering government activities, communications, transportation, finance, and all 

other private economic activities that do not produce) leaving 1.1% of GDP composition for 

agricultural activities. Indeed, Malta’s services sector continues to grow, with sustained growth in 

the financial services and online gaming sectors.  

Malta’s GDP per capita is $41,900 (2017 est.)1 Malta’s GDP growth remains strong and is 

supported by a strong labour market with an unemplyment rate of 3.4% as at September 2019.2 

According to the report “Malta: mismatch priority occupation” of 2016 available at 

(https://skillspanorama.cedefop.europa.eu/en/analytical_highlights/malta-mismatch-priority-

occupations), Malta has a shortage of occupations in health care, ICT, graphics and multimedia, 

accountancy and finance, research, managers, technicians and associate professionals and craft 

and related trade workers, while it has surplus occupations for workers in bars, hotels and refuse 

collection workers. The report states that “health is one of the main areas where growth is 

expected in the future, due to an increase in the capacity of the sector, where new FDI is expected 

to lead to medical tourism and medical education” ICT professionals are also in great demand 

due to rapid developments in the sector and the attraction of better pay abroad, thus limiting 

supply for the local market. Finally, there is a growing need Graphic and multimedia designers 

due to an increased demand for web-related activities. 

In Malta, there have been mixed approaches towards the adoption of digitalisation and preparing 

oneself to the imminent impact and disruptions brought about by Industry 4.0. (refer to Appendix 

B). In the job market, an increase in jobs and specialised skills related to the gaming, financial 

services, travel and logistics sectors has been experienced. Recently Government has embarked 

in an exercise to modernise as much as possible the Public Service and make it more accessible 

to the public through technology. However, other sectors including but not limited to healthcare, 

retail, education and construction still lack behind possibly due to the fear of change and 

technology.  

A number of SMEs are investing more in technology and people as they believe that with the right 

tools and access to the right talent and a sense of discipline, adopting disrupting strategies can 

have significant benefits for their organisation and for Malta as a whole, as it helps businesses 

build real value be more competitive. High tech tools such as big data mining techniques and 

cloud computing together with Artificial Intelligence (AI) are now at their disposal and enable them 

to not only know customer needs but also to predict them. Thus such technologies and the right 

skills of people enable them to plan better their resources to match changing market patterns.   

                                                
1 Source: https://www.cia.gov/library/publications/the-world-factbook/geos/mt.html 
2 Source: https://tradingeconomics.com/malta/unemployment-rate 

https://skillspanorama.cedefop.europa.eu/en/analytical_highlights/malta-mismatch-priority-occupations
https://skillspanorama.cedefop.europa.eu/en/analytical_highlights/malta-mismatch-priority-occupations
https://www.cia.gov/library/publications/the-world-factbook/geos/mt.html
https://tradingeconomics.com/malta/unemployment-rate
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Maltese citizen are inherinlty change resistant and many believe that getting ready for Industry 

4.0 is not an easy change as it requires a paradigm shift in mentality and culture to work and think 

faster and in a collaborative way. This calls for both businesses and their employees to be digital 

literate and flexible in an environment where the only constant thing is change. The size of the 

Maltese market, however, may be giving Maltese businesses a bit more leeway and time to adapt 

to the new reality of the digital revolution. 

2.1.4.2 Related jobs in Malta 

Research involved visiting a number of Maltese job advertising websites including the official 

Government site (Jobsplus) and Linkedin vacancies situated in Malta. (Refer to Appendix A). The 

results indicate a dynamic market focused mainly on services echoing the above statements on 

the services sector as the main GDP contributor.  

Most of the job vacancies relate to management and financial positions in the financial sector 

followed by jobs in the igaming industry. This calls indirectly for future jobs related to cloud 

computing and big data especially in terms of business intelligence as well as the protection of 

such data, calling for future jobs related to cyber security.  

A detailed look at the job vacancies from various local sources puts the importance of investing 

in Cloud Computing and Cyber Security at the top of the required Industry 4.0 related jobs. The 

results of the findings (as at October 2019) is being summarised below.  

3D Printing 

An extensive search on jobs for 3D printing gave minimum results with a particular company 

looking for a part time IT intern who would be able to do some 3D printing and a vacancy for a 

senior graphic designer. There were no other specific jobs on 3D printing.  

Robotics 

Similarly, jobs in robotics were not in demand except for some vacancies requiring the 

knowledge of robotics, including a vacancy for an International Financial Reporting Standards 

(IFRS) Manager in the Financial sector, requiring “exposure to Robotics process automation 

and other disruptive technologies” since the organization dealt with robotics and automation. 

Other related vacancies included: 

- Software Developer (Encompassing everything from technology-driving 5G, to 

Robotics, Artificial Intelligence to Data Analytics) 

- IT Advisory Consultant (At least three (3) years of work experience in technology 

transformation or implementation-related roles (major IT program transformation, 

robotics process automation/ automation related roles, enterprise application, mobile 

and web application, etc.) 

- Senior AML and KYC Administrator (Staying abreast of emerging financial crime 

trends including developments in technology / robotics;) 
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Cloud Computing 

A considerable number of vacancies on Cloud Computing or related technologies resulted from 

the research. These included vacancies for: 

- DevOps Engineer (Permission control of software and services (bitbucket, JIRA, cloud 

services); 

- DevOps Engineer (responsibility will be to help design, build, deploy and maintain our 

mission-critical production systems that are scalable and resilient (both on internal 

infrastructure and third-party cloud providers) and can operating at high scale, while 

maintaining guaranteed up-time.) 

- DevOps Engineer (Setting up the cloud infrastructure and building the design 

architecture from scratch) and (Administering permission control of software and 

services (bitbucket, JIRA, Cloud services) 

- Front End Developer (React/Redux) (Skills in Javascript, React, Mobx, NodeJS, 

MySQL, Google Cloud Platform.) 

- Data DevOps Engineer (experienced in setting up environments in AWS or other cloud 

platforms) 

- DevOps Software Engineer (working with a leading global payments provider who 

have an ongoing project to work on a Cloud Native initiative with their integration 

partner.) 

- SysOp (Familiar with Cloud technologies AWS, Azure, ZetaGrid & Vmware) 

- Networks and IT Security Specialist (Cloud security, connectivity, and access) 

AR / VR 

No job vacancies were found in direct relation to AR and/or VR. However, a number of jobs on 

design were listed. These have already been reported in the 3D Printing Section. 

Smart Factories 

As with AR / VR, there was no mention of jobs specifically related to Smart Factories. An 

additional search for jobs within the high value added manufacturing industry was also futile. 

Cyber Security 

Cyber Security was not only featured in specific related jobs but also in IT related jobs which 

by nature require the skills and competencies linked to security. In particular, a number of 

security related vacancies were brought about by the new regulations and standards set by 

the General Data Protection Regulations (GDPR). Vacancies found included: 

- Senior Cyber Security Officer 

- Senior Cyber Security Manager 

- Chief Information Security Officer (CISO) 
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- IT Security Executive 

- Security Engineer 

- Data Protection Advisory Consultant  

- IT Systems Administrator (Ensuring security and efficiency of IT infrastructure and 

ensuring access control) 

- DPO and compliance manager (Liaising with the organisation to ensure that required 

security controls are implemented) 

- DevOps Engineer (Conducting system tests for security, performance, and availability 

and ensuring the security of all IT Systems) 

- Senior Systems Administrator (adherence to strict security standards) 

- Information Security Analyst 

2.1.4.3 Industry needs Analysis Results – Malta 

2.1.4.3.1 Information about Respondent Companies 

Size of the company: 

 

Industry 4.0 technologies where company is investing or is planning to invest in the next 

5 years: 
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2.1.4.3.2 Skills looked for when recruiting new employees 

Soft skills 

 

Digital skills 
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2.1.5 Poland 

2.1.5.1 Introduction  

Research on the level of automation of Polish production plants prove that for the managers of 

Polish factories the challenges of the third industrial revolution related to microelectronic 

technologies remain largely valid. Only 15% of Polish factories are fully automated, and 76% of 

respondents point to partial automation. In addition, only a small part of factories still use IT 

systems for operational management and production control.  

There are many reasons for our technological delay compared to the most industrialized 

countries. These include late opening to western technologies (only after 1989), low labor costs, 

lack of access to adequate capital, lack of specialized engineering staff, as well as a focus on 

marketing and sales in order to build a market position. 

However, if we are to prepare to take advantage of the opportunities associated with the current, 

fourth industrial revolution, first of all we need full access to the technology from the previous 

stage, i.e. building a strong infrastructure that allows automation and computerization of 

production. This technological layer serves as a foundation for investment in more "smart" 

technologies. The transition to "level 4.0" also requires large investments in the education of 

managers and engineers competent enough to implement and maintain the latest technologies. 

2.1.5.2 Related jobs in Poland 

The most related job to Industry 4.0 and its various technologies are as follows: 

- Software Engineer  

- Data Science and Consulting Specialist 

- Data Security Expert 

- Expert in simulation 

- Cybersecurity Advisor 

- Software Developer  

- Security Architect  

- Digital Forensic Investigator 
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2.1.5.3 Industry needs Analysis Results – Poland 

2.1.5.3.1 Information about Respondent Companies 
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2.1.5.3.2 Skills looked for when recruiting new employees 

Soft Skills 

 

Digital Skills 
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2.1.6 Romania 

2.1.6.1 Introduction  

Romania’s economy is ranked 47th in the world in terms of gross domestic product (GDP) with 

Industry counting for about 24% of GDP. There are approximately 7 million employees in 

Romania, with 1.15 million working in the manufacturing sector. The unemployment rate is 3.9% 

(in September 2019) the lowest in the country’s history. Over the recent years, the Romanian 

IT&C industry experienced a strong development, now providing more than 5% of the country’s 

GDP and hiring about 191.500 people. 

Romanian economy is fast developing  - it grew 7.0% in 2017 and 4.1% in 2018 - and this has a 

strong impact on labour market. According to a study conducted by Hipo.ro on 315 companies 

activating in Romania, 40% of the companies expect in 2019 an increase of more than 10% of 

the number of employee, 34% an increase of less than 10%, 23% consider that the number of 

employee will remain constant while only 3% expects a decrease. The study shows that most of 

the new jobs will be in IT software (13.18%), sales (13.0%), customer support (12%), engineering 

(9%), human resources-training (8.41%) and production (7.39%). 

Thanks to its highly qualified ITC professional, Romania is a fast-growing outsourcing destination 

for IT, especially for software development. This fact is visible also on the national job market 

where many positions related to Industry 4.0 and focused on software applications development 

are available. Consequently, job openings dealing with Cloud Computing, Cyber Security are 

more frequent that the ones connected with 3D printing, AR/VR or Smart Factories. Regarding 

Robotics, in Romania there is a special focus on Robotic process automation (or RPA). The first 

Romanian unicorn (UiPath) is a company specialised in RPA and there are many jobs for RPA 

developers or specialists. 

One important part of Romanian economy is represented by the Automotive industry. Given its 

complexity, this industry offers various Industry 4.0 related jobs: automotive cyber security 

experts, engineers to support Industry 4.0 integration (COBOTS, ROBOTS, big data), industrial 

robots maintenance experts, robot operators, etc. 

Romania is currently experiencing a shortage of skills in the labour market. For example, 

according to a study involving 47 IT companies and published by Codecool on October 2019, the 

Romanian IT sector only is short of 15.400 computer programmer every year. Other sectors 

related to Industry 4.0 have also difficulties in finding the personnel they need. 

The main reasons are: 

- Not enough IT graduates (only 9.500 out of the 15.000 needed every year) 

- Many specialist are leaving to work abroad (37.031 specialists left Romania)   

 

In order to cope with this skills shortage, the companies have various strategies: to hire fresh 

graduates and train them, to increase salaries, to hire people from other countries, to offer 

generous re-location packages, etc. 
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2.1.6.2 Related jobs in Romania 

The research was conducted on the main Romanian job advertising websites: olx.ro (32,635 jobs 

advertised), ejobs.ro (more than 28.000 jobs advertised), Jobber.ro (11,543 jobs in IT), 

bestjobs.eu (10,875 jobs advertised), hipo.ro (over 5,000 jobs for professionals and juniors with 

higher education), myjobs.ro.  

The results indicate a very dynamic job market, with many openings related to Industry 4.0. 

As already mentioned, there is a focus/demand on fields related to IT&C and software 

development (Cloud Computing, Cyber Security, Robotic process automation (RPA)).  

Apart from technical positions, there are many jobs where knowledge about some aspects of 

Industry 4.0 is required in addition to other specific skills. For example, somebody working in the 

sale or marketing department of a company developing AR/VR solutions needs to have a good 

understanding of these technologies. 

Smart Factories 

We couldn’t find a lot of jobs clearly mentioning Smart Factory but, most probably, many jobs 

in manufacturing are already connected with this concept.  

Among the jobs related to Smart Factories available in Romania, we can mention the following: 

- Software-Architect Smart-Production (for a well-known provider of industrial robotic 

solutions) 

- Expert consultant Mechanical Design (with specific tasks related to the implementation 

of Digital Factory solutions) 

- Expert consultant CNC (with specific tasks related to the implementation of Digital 

Factory solutions) 

- Smart Factory Engineer (with specific tasks to design and develop Smart Factory 

solutions) 

- Smart Applications Engineer, Mechanical Design (to act as Smart Applications 

Engineer in the Industry 4.0/ Internet of Things/ Smart Factory area) 

AR/VR 

AR/VR are currently used in Romania mainly in marketing and by creative industries, so many 

available AR/VR jobs are related with entertainment.  

Some of the jobs related with AR/VR are as follows: 

- C# – UNITY DEVELOPER (to develops virtual reality software) 

- JAVA FULL-STACK DEVELOPER for VR 

- Unity 3D Developer (to develop Virtual Reality Games and digital interactive solutions) 

- Digital Marketing Specialist (for a company providing virtual reality solutions) 

- International IT Sales Representative (to sell virtual reality solutions) 
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- Remote Delivery Network Energy Engineer (to provide technical support in a distant 

physical space through Augmented Reality technology) 

- Game programmer (involved in high-end VR development) 

- Customer Representative - VR Cinema 

- Architectural Visualisation Artist (to support building a VR interior design application) 

- Marketing associate (for a company operating in VR/AR) 

- VR and AR Developer 

Cloud Computing 

There are plenty of available jobs related with Cloud Computing, offered by a quite variate 

range of companies: cloud computing solutions and IT services providers, automotive 

suppliers, communication solutions providers, banks, software houses, telecommunication 

companies, etc. They are covering a wide range of domains: technical and customer support, 

engineering, consulting, solutions design and implementation, management support, 

administration, etc. Some of these jobs are as follows: 

- Cloud System Engineer 

- Cloud developer 

- Distributed Computing Consultant 

- Technical Support Specialist on Cloud Management Platforms 

- DevOps Engineer (responsible for infrastructure design, creating and maintaining 

cloud architectures, migration of systems to the cloud, etc.) 

- Infrastructure Engineer (for building a Cloud Platform) 

- Google Cloud Platform Architect 

- Azure Stack Support Engineer (with working knowledge of the fundamentals of cloud 

computing) 

- Cloud Software Consultant 

3D printing 

3D printing is quite important in Romania, with several 3D printer manufacturers, some well-

equipped University labs, many companies relying on 3D printing in their day-by-day activities 

and a flourishing 3D printing community. However, there are not many 3D printing jobs 

advertised on the web. Among the reasons for this we can mention the reduced size of the 3D 

printer manufacturing companies, the preference for recruiting personnel from the community 

or the quite spread practice of entrepreneurs to self-train and to have their employees trained 

on the job. 

Some of the jobs related with 3D Printing we managed to find are as follows: 

- Software Installation Representative (need to interact with 3D printers) 
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- Commercial worker (3D printing experience required) 

- 3D printer operator / product designer 

- 3D printers selling specialist 

Robotics 

Romania has a flourishing automotive industry which, in addition to other sectors, creates 

many jobs dealing with industrial robots, like: 

- Robot operator 

- Robotic welder 

- Robotics or Automation Engineer 

- Service / Maintenance Engineer (for industrial robots) 

- Embedded Software Engineer (responsible for creating robots and robotic systems) 

- Robotic Simulation Engineer 

- Test equipment engineer (with knowledge of industrial robots) 

- Sales representative (for a company that provide software with artificial intelligence 

and computer vision for embedded systems that main focus is to build animatronics 

humanoid robots) 

 

There are numerous jobs related with Robotic process automation (RPA) offered by quite 

variated employers: financial services providers, outsourcing companies, banks, car makers, 

product manufacturers, engineering services provider, technology companies, IT services 

providers, telecommunication companies, etc. Some of these are as follows: 

- RPA developer 

- RPA specialist 

- RPA Domain Application Officer 

- RPA Architect 

- RPA Process Manager 

- Bot Designer (with focus on RPA implementation) 

- Tax Technology Specialist (required experience in RPA) 

- RPA Business Analyst 

- Process Expert (one of the key responsibilities – to assess areas which would benefit 

from RPA) 

- Software Engineer (various specialisations, to work in RPA software development) 
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Cyber Security 

Many various jobs related to Cyber Security are offered in Romania by different employers: 

automotive suppliers, banks, software houses, telecommunication companies, IT services 

providers, etc. Among these, we can mention the following: 

- Cyber Security Engineer 

- Cyber Security Analyst 

- Cybersecurity Advisor 

- Application Security Consultant 

- Cyber Security Operations Expert 

- Cyber Security Stack Developer 

- Software Developer (to work on developing cyber security solutions) 

- Security Architect (to support on the implementation of a Cyber Security Concept) 

- Digital Forensic Investigator 

- Technical support - Cybersecurity 

Also, for some jobs in sectors like Automotive, Cyber security knowledge is required. 

2.1.6.3 Industry needs Analysis Results – Romania 

2.1.6.3.1 Information about Respondent Companies 
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2.1.6.3.2 Skills looked for when recruiting new employees 

Soft Skills 

 

Digital Skills 
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2.1.7 Spain 

2.1.7.1 Introduction  

Although the Industry 4.0 measures are beginning to be implemented in Spain, it is still early to 

see the results and conclude if the model can be exported to   other   countries.   Many   industrial   

sectors, such   as   the automotive industry or the food industry, have targeted the new trend, and 

are looking for professionals in the sector.  

2.1.7.2 Related jobs in Spain 

The companies of the Spanish automotive industry are implementing Industry 4.0 well into their 

company and plants. Not only are they implementing the concept into their company, but they 

also develop other technologies that can be applied in the fourth industrial revolution, because 

the companies understand the importance of the concept.  The biggest companies in the Spanish 

sector   that are looking for professionals in the subjects are  Nissan,  SEAT,  and  Renault.  

All these companies have implemented Industry 4.0 successfully. Industry 4.0 in the Spanish 

automotive industry will bring many opportunities. But it has to be said that there are huge regional 

differences in Spain and offers depend on the location of the Spanish companies. 

The Basque Country, Catalonia and the Community of Madrid are the three best-developed 

regions of Spain regarding Industry 4.0 and Industry 4.0 in the automotive sector and companies 

in these locations are the ones which offer the biggest job opportunities in 4.0. The differences 

could be explained due to the already existing high level of industrialization before the introduction 

of Industry 4.0 in Spain, the interference of the government with the development of the concept 

by granting subsidies to the Spanish companies, the investment in R&D of the concept by the 

regional governments, the involvement of clusters, and the educational progress provided by 

universities. The less developed regions are the regions in the south of Spain such as 

Extremadura. In these regions, Spanish companies of the automotive industry do receive much 

less assistance from the regional and local governments.   

The websites that offer most job opportunities in Industry 4.0 are: 

 

 INFORJOBS 

https://www.infojobs.net/ofertas-trabajo/industria-4.0 

INDUSTRIA CONECTADA  

https://www.industriaconectada40.gob.es/Paginas/index.aspx 

ACCENTURE 

https://www.accenture.com/es-es/services/industryx0-index 

OASYS 

https://oasys-sw.com/ofertas-de-empleo-oasys/ 

JOOBLE 

www.jooble.com 

LINKEDIN 

https://es.linkedin.com/jobs/organización-industrial-empleos?position 

 

 

 

https://www.infojobs.net/ofertas-trabajo/industria-4.0
https://www.industriaconectada40.gob.es/Paginas/index.aspx
https://www.accenture.com/es-es/services/industryx0-index
https://oasys-sw.com/ofertas-de-empleo-oasys/
file:///C:/Users/Charo%20Cuart/AppData/Local/Temp/www.jooble.com
https://es.linkedin.com/jobs/organización-industrial-empleos?position
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3D Printing 

 

Job opportunities related to 3D printing can be found at JOBATUS site  

https://www.jobatus.es/trabajo-impresion-3d 

 

Robotics  

 

Job opportunities related to Robotics in Spain can be found at INDEED 

https://es.indeed.com/ofertas?q=Robotica+industrial&from=mobRdr&utm_source=%2Fm%2F&u

tm_medium=redir&utm_campaign=dt   

 

Cloud Computing 

 

As for Cloud computing offers can be found at DIGITAL TALENT  

 

https://barcelonadigitaltalent.com/top-employers-

barcelona/?utm_source=google_SEM&utm_medium=paid&utm_campaign=directorio&utm_term

=cast&utm_content=adwords&gclid=CjwKCAiA2O39BRBjEiwApB2IkoXbhh3OegqgaQHoanlDtX

xeHQBZa_pOFfbrZt1Y52QNNak22IJiBRoCAzIQAvD_BwE 

 

Cyber Security 

 

Related job opportunities in this sector can be found at : 

 

https://es.jooble.org/trabajo-cybersecurity 

  

https://www.jobatus.es/trabajo-impresion-3d
https://es.indeed.com/ofertas?q=Robotica+industrial&from=mobRdr&utm_source=%2Fm%2F&utm_medium=redir&utm_campaign=dt
https://es.indeed.com/ofertas?q=Robotica+industrial&from=mobRdr&utm_source=%2Fm%2F&utm_medium=redir&utm_campaign=dt
https://es.indeed.com/ofertas?q=Robotica+industrial&from=mobRdr&utm_source=%2Fm%2F&utm_medium=redir&utm_campaign=dt
https://es.indeed.com/ofertas?q=Robotica+industrial&from=mobRdr&utm_source=%2Fm%2F&utm_medium=redir&utm_campaign=dt
https://barcelonadigitaltalent.com/top-employers-barcelona/?utm_source=google_SEM&utm_medium=paid&utm_campaign=directorio&utm_term=cast&utm_content=adwords&gclid=CjwKCAiA2O39BRBjEiwApB2IkoXbhh3OegqgaQHoanlDtXxeHQBZa_pOFfbrZt1Y52QNNak22IJiBRoCAzIQAvD_BwE
https://barcelonadigitaltalent.com/top-employers-barcelona/?utm_source=google_SEM&utm_medium=paid&utm_campaign=directorio&utm_term=cast&utm_content=adwords&gclid=CjwKCAiA2O39BRBjEiwApB2IkoXbhh3OegqgaQHoanlDtXxeHQBZa_pOFfbrZt1Y52QNNak22IJiBRoCAzIQAvD_BwE
https://barcelonadigitaltalent.com/top-employers-barcelona/?utm_source=google_SEM&utm_medium=paid&utm_campaign=directorio&utm_term=cast&utm_content=adwords&gclid=CjwKCAiA2O39BRBjEiwApB2IkoXbhh3OegqgaQHoanlDtXxeHQBZa_pOFfbrZt1Y52QNNak22IJiBRoCAzIQAvD_BwE
https://barcelonadigitaltalent.com/top-employers-barcelona/?utm_source=google_SEM&utm_medium=paid&utm_campaign=directorio&utm_term=cast&utm_content=adwords&gclid=CjwKCAiA2O39BRBjEiwApB2IkoXbhh3OegqgaQHoanlDtXxeHQBZa_pOFfbrZt1Y52QNNak22IJiBRoCAzIQAvD_BwE
https://es.jooble.org/trabajo-cybersecurity
https://es.jooble.org/trabajo-cybersecurity
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2.1.7.3 Industry needs Analysis Results – Spain 

2.1.7.3.1 Information about Respondent Companies 

  

Industry 4.0 technologies where company is investing or is planning to invest in the next 

5 years 
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2.1.7.3.2 Skills looked for when recruiting new employees 
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2.2 National Policies and EU related policies 

This section contains a summary of national (partner countries) and EU related policies aiding 

the dissemination, and take up of STEM and Industry 4.0 related careers. 

2.2.1 Cyprus 

According to an Industry 4.0 readiness report for Cyprus by Deloitte, developing an Industry 4.0 

strategy in Cyprus, companies will need to consider the below: 

• Customer – providing an experience where customers view the organization as their 

digital partner. 

• Strategy – focuses on how the business transforms or operated to increase its 

competitive advantage through digital initiatives. 

• Technology – underpins the success of digital strategy by helping to create process, 

store, secure and exchange data to meet customer needs. 

• Operations – executing and evolving processes and tasks by utilizing digital 

technologies. 

• Culture, People, Organization – defining and developing an organizational culture with 

governance and talent processes to support progress along the digital maturity curve. 

Concerning skills and jobs, the industry is expected to blend advanced technology and digital 

skills with unique human skills to yield the highest level of productivity. Consequently, a 

company’s success in implementing Industry 4.0 processes heavily depends on having a 

workforce with the right digital skills, technical knowledge and soft skills, namely strength in 

agility, continuous learning, interpersonal communication and proactive problem-solving skills. 

Therefore, the Cypriot government has introduced a new holistic and integrated national 

industrial strategy (2017-2030), which mission is the development of innovative products and 

high value-added services that contribute to sustainability, competitiveness and extroversion of 

the Cypriot industry. Its main objective is to increase the industry’s productivity, innovation, and 

exports and its contribution to the country’s Gross Domestic Product. 

This Strategy has 5 strategic pillars: 

• Digitization of Industry 

• Developing new skills and enhancing / upgrading existing skills 

• Improvement of the industrial / business environment 

• Enhancing access to finance 

• Enhancing access to markets. 
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2.2.2 France 

In France, Industry 4.0 is one of the key projects of the high-tech strategy that encourages the 

digital revolution of industries. Companies like  Fives, Schneider Electric, Dassault Systèmes, 

Siemens, Mecachrome Atlantique, sedApta-osys , Airbus Group, Bosch Rexroth, SNCF, Metron, 

are very involved in the development of the 4.0 Industry. 

Companies like Fives, Schneider Electric, Dassault Systèmes, Siemens, Mecachrome 

Atlantique, sedApta-osys , Airbus Group, Bosch Rexroth, SNCF, Metron, are very involved in the 

development of the 4.0 Industry. 

In the next, three initiatives from French government and Industry Companies, to promote 

industry 4.0 in France started since 2015.  

Initiative A: Industry Alliance of the Future  

In July 2015, the Future Industry Alliance (Alliance Industrie du Futur, AIF) was created at the 

initiative of the French government and 11 professional organizations in the industry and digital, 

academic institutions (Arts & Métiers ParisTech, Institut Mines-Télécom) and (CEA, CETIM) to 

federate industry modernization and transformation initiatives in France. 

The role of this alliance is to: 

- Supporting French companies in the modernization of their industrial tools and the 

transformation of their business models by new digital and non-digital technologies. 

- Organizes and coordinates, at the national level, the initiatives, projects and work of 

transformation of the industry in France, relying on the commitment of its members. 

- The AIF is the French response to initiatives taken in more than 20 countries around the 

world to modernize their industry in a context of digital revolution and challenging traditional 

sectors. 

The AIF also contributes to transforming the image of French industry; For example, it has labeled 

"Showcase Industry of the Future" more than 60 companies that implement innovative practices 

and technologies within their factories (STMicroelectronics, SEW-Us come, Magafor, Poclain, 

Baud Industries, Daher, Michelin, NTN- SNR, Bosch ...). 

Initiative B: French Fab 

French Fab was launched on October 2, 2017, by Bruno Le Maire, Minister of Economy and 

Finance, which aims to federate the industrialists and strengthen the French industry with the 

following objectives: 

 Accelerate the transformation of the industry in France  

 Unite under the same banner the French industrialists  

 Embodying the prosperous future of French industry and the attractiveness of its 

businesses  

 Showcase the excellence of French industry internationally 

Added of this initiative, other actions for favourite the development of Industry 4.0 has been 

proposed by the government of France.  

https://fr.wikipedia.org/wiki/Fives_(entreprise)
https://fr.wikipedia.org/wiki/Schneider_Electric
https://fr.wikipedia.org/wiki/Dassault_Syst%C3%A8mes
https://fr.wikipedia.org/wiki/Siemens
https://fr.wikipedia.org/w/index.php?title=Mecachrome_Atlantique&action=edit&redlink=1
https://fr.wikipedia.org/w/index.php?title=SedApta-osys&action=edit&redlink=1
https://fr.wikipedia.org/wiki/Airbus_Group
https://fr.wikipedia.org/wiki/Soci%C3%A9t%C3%A9_nationale_des_chemins_de_fer_fran%C3%A7ais
https://fr.wikipedia.org/wiki/Fives_(entreprise)
https://fr.wikipedia.org/wiki/Schneider_Electric
https://fr.wikipedia.org/wiki/Dassault_Syst%C3%A8mes
https://fr.wikipedia.org/wiki/Siemens
https://fr.wikipedia.org/w/index.php?title=Mecachrome_Atlantique&action=edit&redlink=1
https://fr.wikipedia.org/w/index.php?title=Mecachrome_Atlantique&action=edit&redlink=1
https://fr.wikipedia.org/w/index.php?title=SedApta-osys&action=edit&redlink=1
https://fr.wikipedia.org/wiki/Airbus_Group
https://fr.wikipedia.org/wiki/Soci%C3%A9t%C3%A9_nationale_des_chemins_de_fer_fran%C3%A7ais
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In September 20, 2018, during a visit to Dassault Système, in the Paris region, Prime Minister of 

France Édouard Philippe presented a plan of action of the government for the digital 

transformation of the industry. This plan contains three points:  

1. Tax over-amortization for medium-sized companies 

This measure concerns a 40% over-tax depreciation of investments limited to robotics and 

digital transformation (3D printer, production management software, connected sensors, etc.) 

for purchases made between January 2019 and the end of 2020. 

2. Acceleration platforms for the industry of the future 

To accelerate the industry of the future in the regions, the government has set up platforms for 

accelerating the technologies of the industry of the future, which will, depending on the case, 

include means of training, support for innovation or accompaniment.  

3. Support for digital transformation 

During the same visit, for his entire program dedicated to the industry of the future, Édouard 

Philippe announced an envelope of 500 million euros. Its plan also provides funding for regions to 

support the digital transformation of an additional 10,000 Industrial companies by 2022, after the 

5,200 already followed. But also the development of digital platforms in the 16 sectors of the 

National Council of Industry, to which a budget of 70 million euros from the Big Investment Plan is 

dedicated. 

Initiative C: Factory Lab 

FactoryLab is an industrial consortium (PSA Group, naval group, Safran, Dassault System) and 

academic (ART and Métier, Paris Tech) created September 2016. in order to offer technological 

solutions and realizes demonstrators pre-industrial in response to the transformation challenges 

related to industry 4.0. This consortium facilitates the adoption and rapid deployment on the 

market of these new solutions. 

It is a cross-fertilization cross-fertilization site, FactoryLab is an ingenious resource exchange 

and pooling model that offers its members, industrial end-users, integrators or technology 

suppliers, a real leverage effect in terms of creation of value. 
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2.2.3 Italy 

In 2017 the Government has decided to undertake a first important step for evolution technology 

of our industrial fabric, implementing a series of important measures with the "National Business 

Plan 4.0". The tax incentives and other initiatives have received positive results today, as it has 

been demonstrated by the investment growth in digital technologies and the purchase of new 

industrial machinery. 

As regards Industry 4.0 related policies, the "Enterprise 4.0" National Plan includes also a series 

of initiatives aimed at develop technological infrastructures enabling for Industry 4.0, with one 

total allocation of resources 3.5 billion euro6. These measures complementary concern, for 

example, the expansion of the ultra-wide band and the definition of open-source standards for 

machine-to-machine communication in the IoT area, the development of high-speed networks 

speed and digital networks. One of the main objectives is to achieve,by 2020, full coverage 

national ultra-wide band (equal to at least 30 Mbs), which currently appears limited to 42.7% of 

the Italian territory (Figure 2) 

Source Istat “Internet@Italia 2018 Domanda e offerta di servizi online e scenari di digitalizzazione” 

https://www.istat.it/it/files/2018/06/Internet@Italia-2018.pdf) . 

 

 

Figure 2 - The national coverage of ultra-broadband in Italy 

 

The backwardness of the infrastructures and the digital data transmission speed and information 

still constitutes a notable weakness in the Italian technological profile. At present, only the 7% of 

Italian companies have an internet connection with speed equal to 100 Mbps, compared to a 

European average of 16% (Figure 3).  

https://www.istat.it/it/files/2018/06/Internet@Italia-2018.pdf
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Figure 3 - Businesses with even internet connection speed at least 100 Mbs 

If we consider countries like Denmark and Sweden the percentage rises to 42% and 39%. 

However, European programs like Horizon 2020 and FP7 aim to offer a valuable one contribution 

to the modernization of the Internet connection of Italian companies. 

Through these initiatives, for example, about 50 million € have been allocated for support research 

and start-up activities dedicated to the development of Cloud systems and Internet in Italian 

companies. More resources have been allocated to solutions technology at the service of 

processes productive (augmented reality, robotics for manufacturing industry) and management 

of data and information (cloud, big data, analytics) (Figure 4). 

 

Figure 4 - Resources from European Programs for the development of Technologies 4.0 in Italy (in millions of €) 
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2.2.4 Malta 

The Government of Malta deems Information Communication and Technology (ICT) as a key 

enabler for the advancement of the local economy. ICT has the political clout and is considered 

as one of the strategic pillars for Malta to develop into a forward looking country.  

The ICT portfolio now forms part of the Digital Economy for Malta, and falls under the Ministry 

for the Economy, Investment and Small Business (MEIB) and particularly under the 

responsibility of the Parliamentary Secretary for Competitiveness and Economic Growth.  

A number of important policies have been developed with reference to ICT and in particular 

affecting Industry 4.0 as follows: 

 “Digital Malta – National Digital Strategy 2014 – 2020” which can be accessed at: 

https://digitalmalta.org.mt/en/Documents/Digital%20Malta%202014%20-%202020.pdf 

This Strategy outlines three strategic themes - Digital Citizen, Digital Business and Digital 

Government, and these are supported by three strategic enablers: Regulation and Legislation, 

Infrastructure and Human Capital. 

At a national level, the eSkills Malta Foundation published the National eSkills Strategy 2019-

2021 which is available at: 

https://eskills.org.mt/en/nationaleskillsstrategy/Documents/National_eSkills_strategy.pdf  

This strategy aims to complement initiatives at both local and EU level to address the need for 

existing and new digital skills that shall be required by nearly all jobs in the medium term. The 

report builds on four key pillars namely, the ICT professional, the Education system, the local 

industry and the citizen within society. Addressing these four pillars within the local ecosystem 

provides a balanced approach in terms of identifying the business needs in a balanced and 

representative manner. 

“The National Research and Innovation Strategy 2014 – 2020” available at: 

https://mcst.gov.mt/wp-content/uploads/2017/02/National-RI-Strategy-2020-June-2014.pdf 

The aim of this document is to set out Malta’s research and innovation strategy for the 

forthcoming seven year period with the ultimate goal of embedding research and innovation at 

the heart of the Maltese economy to spur knowledge-driven and valueadded growth and to 

sustain improvements in the quality of life. In this vision, research and innovation are placed as 

central pivots of our drive to become a knowledge-based economy and society. In order to do 

so, Malta needs to graft. The Strategy identifies ICT as a horizontal strategic pillar and High 

value-added manufacturing with a focus on processes and design as a vertical pillar. 

 

  

https://digitalmalta.org.mt/en/Documents/Digital%20Malta%202014%20-%202020.pdf
https://eskills.org.mt/en/nationaleskillsstrategy/Documents/National_eSkills_strategy.pdf
https://mcst.gov.mt/wp-content/uploads/2017/02/National-RI-Strategy-2020-June-2014.pdf
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Additionally, a non-exhaustive number of national documents referring to Industry 4.0 can also 

be found. These are summarised below: 

 “Adapting VET to digitalisation and the future of work”: Malta. Cedefop  ReferNet thematic 

perspectives series which can be accessed at: 

https://education.gov.mt/en/refernet/Documents/MT_2018_Digitalisation_article.pdf 

This article aims to examine the relevant policies and actions in Malta focused on how VET 

systems are, or intend to, prepare students for the future skills demands and labour market 

realities implied by industry.4.0 technologies. In addition, the article points out and reflects upon 

new forms of student learning that aim to improve the digital literacy of students and their ability 

to cope with i.4.0 technologies. 

“An Overview of the Future of Manufacturing and the Fourth Industrial Revolution - 

Opportunities for Malta-Based manufacturers” which can be accessed at: 

https://www.trademalta.org/wp-content/uploads/2019/07/Future-of-Manufacturing.pdf 

This report shows how disruptive particular technologies such as additive manufacturing can be. 

In addition, Industry 4.0 will also transform business models and supply chains. 

 

  

https://education.gov.mt/en/refernet/Documents/MT_2018_Digitalisation_article.pdf
https://www.trademalta.org/wp-content/uploads/2019/07/Future-of-Manufacturing.pdf
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2.2.5 Poland 

The government in Poland is aware of technological progress and is aware that it must invest in 

the development of artificial intelligence so as not to lose the opportunity and potential for 

development. 

The implementation and enforcement of the AI strategy for Poland are led by the Committee of 

the Council of Ministers for Digitisation, which is responsible not only for the state's 

computerization, but also for the state's digital transformation policy. 

Artificial Intelligence Development Policies 

The Committee of Ministers of the Council, in 2020, adopted "Artificial Intelligence Development 

Policies". It is a document that defines Poland's activities and goals in the field of artificial 

intelligence in the long-term (until 2023), medium-term (until 2027), and long-term (after 2027) 

perspective. It is divided into 6 areas: AI and society, AI and innovative companies, AI and 

science, AI and education, AI and international cooperation, AI and the public sector. The 

document also defines the requirements and conditions for the application of AI in Poland  

The mission of this policy is to support science, research and development of AI to increase 

innovation and productivity of the knowledge-based economy, but also to support citizens in the 

process of transformation and to improve their competences and ensure conditions for fair 

competition. (M.Ciesielski et al, 2020) 

“Initiative for Polish Industry 4.0 – The Future Industry Platform” 

17 January 2019. The Parliament in Poland adopted an act on the “Initiative for Polish Industry 

4.0 – The Future Industry Platform”, the aim of which is to work to increase the competitiveness 

of entrepreneurs by supporting their digital transformation. This act gives many opportunities to 

companies that implement the latest achievements in the field of automation, artificial intelligence, 

ICT, and communication between machines and between human and machine. 

The Future Industry Platform 

An institution established by the government, whose task is to strengthen the competitiveness of 

Polish enterprises by supporting their digital transformation using AI. The platform creates 

cooperation mechanisms, shares its expertise, and builds trust in relations between market 

players involved in the digital transformation process. 

Virtual Research Institute 

Virtual Research Institutes are independent organizational units that work with government 

institutions, industry, incubators, start-ups, etc. to develop AI research and support its application, 

absorption and commercialization. 
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2.2.6 Romania 

Unfortunately, there is no a coherent programme of the Romanian governments regarding 

Industry 4.0. However, the Romanian government adopted the “National Strategy for the Digital 

Agenda for Romania – 2020” aiming to support the development of ICT sector, including features 

relevant for Industry 4.0 like digital infrastructure, broadband coverage, Cyber Security, Cloud 

Computing. Also, it has a focus on digital skills. 

The document “Development of the institutional capacity of the Ministry of Economy, SIPOCA 

code: 7”, published on August 2018, underlines the necessity of supporting the digitization in 

enterprises in the context of Industry 4.0.   

In the last years, Romania had funding lines dedicated to the implementation of Industry 4.0 

concepts and technologies. Also, many companies invested in such technologies. 

In the World Economic Forum report “Readiness for the Future of Production Report 2018”, 

Romania is considered a “legacy country”, meaning that has a good structure of production for 

emerging technologies but, if the drivers of production are not strong enough, this structure can 

be at risk in the future. Thus, Romania needs to “carve out a strategy for the future” 
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2.2.7 Spain 

As a result of the different works and collaborations carried out within the Public Administrations 

Working Group, the different initiatives launched by all the Spanish Public Administrations have 

been identified to promote Industry 4.0. 

In each region, the initiatives have been analyzed based on 4 key aspects: 

Awareness, which includes all those actions aimed at the dissemination, training and awareness 

of the business fabric, regarding the benefits, characteristics and impacts that Industry 4.0 can 

have in the different economic sectors. 

Strategy, which analyzes the existence of a reference framework over time, under which those 

actions aimed at promoting the promotion and effective implementation of Industry 4.0 solutions 

and tools in each region are grouped. 

Advice, which refers to the implementation of services or active support programs for the 

implementation of Industry 4.0 in sectors and companies in the region. 

Financial support, which analyses the existence of a framework of financial support and non-

refundable aid to stimulate actions leading to the adoption of Industry 4.0 solutions. 

There is an strategy planned for each Region in Spain that can be found in the following file : 

https://www.industriaconectada40.gob.es/Documents/Catalogo-I40-CCAAGE.pdf 

As well as a website with the latest information of what the Spanish government is doing regarding 

industry 4.0 

https://www.industriaconectada40.gob.es/Paginas/index.aspx 

  

https://www.industriaconectada40.gob.es/Documents/Catalogo-I40-CCAAGE.pdf
https://www.industriaconectada40.gob.es/Paginas/index.aspx
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2.3 Skills and Competencies per Partner Country 

This section contains a summary of the skills and competencies in Partner Countries  

2.3.1 Cyprus 

2.3.1.1 Skills & Competencies in Cyprus 

2.3.1.1.1 Most Popular skills 

The most popular skills, for Industry 4.0, that our research revealed are: 

- Programming (various languages) 

- Data analytics and visualization 

- Artificial intelligence 

- Automation engineering 

- Systems engineering 

- Robotics 

2.3.1.1.2 Education, competences and work experience 

- Education relevant competences are: 

- Business Intelligence 

- Data Science 

- Computer Engineering 

- Computer Science 

- Mechanical Engineering 

- Software Engineering 

2.3.1.1.3 Required experience: 

- For IT relevant jobs, minimum 2 years of working experience in similar positions. 

- For Engineering relevant jobs, minimum 5 years of working experience in similar 

positions. 

- Some IT positions did not require any prior experience. 

In terms of soft skills, employers are mostly looking for the following: 

- Analytical skills 

- Critical thinking 

- Flexibility 

- Ability to working effectively in teams 
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2.3.2 France 

2.3.2.1 Skills & Competencies in France 

2.3.2.1.1 Most Popular skills 

The advent of Industry 4.0, the integration of digital technologies into manufacturing processes, 

is inevitably accompanied by a need for new technical skills. To support this new industrial 

revolution, companies in France recruit candidates with knowledge in:   

- Robotics,  

- Embedded systems  

- Automation 

- IoT: the Internet of Things  

- Data science: the science of data 

- Programming  

- AI: artificial intelligence and machine   learning 

2.3.2.1.2 Education, competences and work experience 

In France, the criteria of recruitment are based on the skills and competences related to the 

technical and technological know-how (Hard Skills) and especially the know-how-to-be (Soft 

skills).  

 

The soft skills correspond to the ability to produce actions and reactions adapted to the human 

environment and ecological environment. This capacity is acquired in part by the knowledge of 

specific behavioral in a social actor situation. 

 

Among the competencies in the “Soft skills", which recruiters look for in candidates, we found: 

- Emotional Intelligence  

- Communication  

- Time management 

- Stress management 

- Risk taking 

- Curiosity 

- Multilingual 

The transformation of work implies the transformation of the way to perform it. Here are some 

essential skills in the digital age where employers asking for a candidate:  

- Innovation  

- The ability to solve much more complex problems  
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- Data analysis  

- The security of information. 

2.3.3 Italy 

2.3.3.1 Skills & Competencies in Italy 

2.3.3.1.1 Most Popular skills 

The most popular skills and competences in Industry 4.0 technologies, according to our 

research on job positions/policies/reports from Italy, are as follows: 

- Analytical skills 

- Data mining/analytics 

- Programming, especially Industrial Device Programming languages IEC 61131-3 

- Coding (various languages) 

- Automation/ Robotics, especially regarding the industrial field. 

- Digital literacy 

Foreign languages skills are especially important, due to the fact Italy is trading on a global 

scale. As Italian companies are working for international clients and /or some of them are part of 

large multinational groups. English is required for most of the jobs taken into account, but many 

jobs require a second foreign language: French and German, in some cases Spanish.   

In terms of soft skills, employers are mostly looking for the following: 

- Critical thinking 

- Problem solving skills 

- Flexibility 

- Creativity 

- Decision Making Skills 

- Teamwork  

- Communication skills 

It is to be noted that experience remains one of the most sought-after qualifications. 

2.3.3.1.2 Education, competences and work experience 

A snapshot on the state of the art at the national level comes from the latest data of the Industry 

Observatory 4.0 of Milan Polytechnic Institute’s School of Management: half of the companies 

declare that they have already concluded or launched a skills assessment 4.0 and 26% plan to 

do so in the future.  

The analysis highlighted five main skills needed:  

- lean manufacturing 4.0 application,  
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- digital supply chain management,  

- cybersecurity,  

- smart maintenance 

- and person-machine relations.  

On average, about 30% of companies say they feel prepared to face Industry 4.0; among the 

remaining ones, 24% intend to close the gap through personnel training and 11% by acquiring 

missing skills externally, while a minority states that their company already has a structured plan 

for training or selecting the necessary skills. To retrain personnel, 60% have decided to take 

advantage of the tax credit for training 4.0. “We still register a lack of involvement by human 

resources in the assessment of skills as well as in the development of an Industry 4.0 strategy, 

which is essential for building sustainable manufacturing from an economic, social and human 

perspective”, commented the Director of GeCo Observatory, Sergio Terzi. “But the overall picture 

is encouraging: most companies have embarked on paths to define their needs and take 

advantage of incentives for training, while plans and investments are being made to bring 4.0 

skills into the heart of Italian manufacturing” 

  



 
 
 
 

Page 52 

 

Direction 4.0 - Promotion and 

Development of Industry 4.0 related skills 

2018-1-FR01-KA202-047889 

2.3.4 Malta 

2.3.4.1 Skills & Competencies in Malta 

In the Educational sector, both the University of Malta and the Malta College of Arts, Science and 

Technology, Malta’s main Vocational and Educational Training (VET) Institution in Malta promote 

and target skills and competencies related to Industry 4.0.  

Refer to: 

https://www.cedefop.europa.eu/en/news-and-press/news/malta-new-vet-pedagogy-addresses-

industry-40-challenge and  

https://www.um.edu.mt/newspoint/news/features/2019/11/addressingtheindustry4skillsgap/_noc

ache 

This is echoed by Industry demanding skills and competencies enabling companies to be 

prepared for the future.  

 

2.3.4.1.1 Most Popular skills 

The following is a non-exhaustive list of the skills required per theme. Since most soft skills are 

common to all themes these have been listed below for ease of use: 

Soft Skills 

- Strong interpersonal and communication skills  

- Ability to effectively communicate with both internal and external stakeholders at all 

levels 

- Good communication, team work and problem solving skills 

- Have the highest ethical standards and a team player mentality 

- Ability to work under pressure in a rapidly changing, high-growth environment. 

- Ability to make a rational decision considering relevant risks and taking responsibility 

for such decisions 

- Ability to create strong relationships with all stakeholders  

- Proficient in written and spoken English 

- A strong focus on business outcomes 

- Comfort with collaboration, open communication and reaching across functional 

borders 

- Enjoyment of collaboration, teamwork and iterative development in a fun environment 

- Excellent analytical and organization skills  

- Follow a meticulous and proactive approach to your work  

https://www.cedefop.europa.eu/en/news-and-press/news/malta-new-vet-pedagogy-addresses-industry-40-challenge
https://www.cedefop.europa.eu/en/news-and-press/news/malta-new-vet-pedagogy-addresses-industry-40-challenge
https://www.um.edu.mt/newspoint/news/features/2019/11/addressingtheindustry4skillsgap/_nocache
https://www.um.edu.mt/newspoint/news/features/2019/11/addressingtheindustry4skillsgap/_nocache


 
 
 
 

Page 53 

 

Direction 4.0 - Promotion and 

Development of Industry 4.0 related skills 

2018-1-FR01-KA202-047889 

- Meticulous and attention to detail 

- Strong interpersonal and English communication skills  

- Fluent in both Maltese & English 

- Strong under pressure with an ability to meet deadlines and collaborate with internal 

and external stakeholders. 

3D Printing 

As described above findings were very limited to produce effective results. 3D Printing skills 

related to graphic design included: 

- Skilled in the use of image editing software, Adobe CC (Photoshop and Adobe 

Illustrator). 

- Other applicable skills such as InDesign, After Effects and others. 

- Excellent knowledge in web design principles and CSS, HTML, Wordpress. 

- Video and 3D skills  

- Strong aesthetic skills with the ability to combine various colors, fonts and layouts. 

- Fanatical attention to visual details. 

Robotics 

Similarly, jobs in robotics were not in demand and hardly any skills can be reported expect 

for those which were indirectly related to robotics: 

- Staying abreast of emerging financial crime trends including developments in 

technology / robotics. 

Cloud Computing 

In summary, skills related to Cloud Computing and related vacancies included: 

- Google Cloud Platform (preferred) 

- Javascript, React, Mobx, NodeJS, MySQL, Google Cloud Platform (essential) 

- Strong understanding of virtualization and container infrastructure technology 

- Comfort with frequent, incremental code testing and deployment 

- Strong grasp of automation tools 

- Data management skills 

- Proficient understanding of code versioning tools (such as Git, SVN) 

- Deep understanding of Unix and Linux flavoured systems. 

- Scripting experience such as Python, bash/Awk shell or similar. 

- Ability to use a wide variety of open source technologies and tools 
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AR / VR 

No job vacancies were found in direct relation to AR and/or VR. However, a number of jobs 

on design were listed. These have already been reported in the 3D Printing Section. 

Smart Factories 

As with AR / VR, there was no mention of jobs specifically related to Smart Factories. An 

additional search for jobs within the high value added manufacturing industry was also futile. 

Cyber Security 

In summary, skills related to Cyber Security and related vacancies included: 

- Ability to ensure security and efficiency of IT infrastructure 

- Ability to ensure security through access controls, backups and firewalls 

- Ability to manage the IT infrastructure and ensuring that it adheres to strict security 

standards 

- Ability to monitor and provide analysis on all information security related issues; 

- Ability to identifying, investigating and reporting potential and existing security risks  

- Ability to carry out security assessments to determine vulnerabilities in systems, 

applications and operational procedures; 

- Ability to prepare, present and deliver security and risk reports to the various levels of 

Management; 

- Ability to maintain policies, standards, and procedures to protect information assets 

- Ability to promote security awareness within the Group and liaising with internal 

stakeholders  

- Direct and approve the design of security systems (senior manager) 

2.3.4.1.2 Education, competences and work experience 

3D Printing 

As detailed above, an extensive search on jobs for 3D printing gave minimum results. 

Education, competencies and work experience related more to the design stage of the 3D 

printing and included: 

- An impressive portfolio of completed design projects. 

- Qualification in Design, Visual Arts, UI/UX or relevant field. 

Robotics 

Similarly, jobs in robotics were not in demand and therefore reported education, 

competencies and work experience is very limited: the findings are as follows: 

- Exposure to Robotics process automation and other disruptive technologies 
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- Experience in technologies from technology-driving 5G, to Robotics, Artificial 

Intelligence to Data Analytics 

- At least three (3) years of work experience in technology transformation or 

implementation-related roles (major IT program transformation, robotics process 

automation/ automation related roles, enterprise application, mobile and web 

application, etc.) 

Cloud Computing 

In summary, education, competencies and work experience in the Cloud Computing field and 

related vacancies included: 

- 3 years of work experience in a similar role 

- 2 years of experience with cloud services (AWS, Azure or Google Cloud) 

- Experienced in setting up environments in AWS or other cloud platforms 

- History of successful research and proofs of concept of new technologies 

- Experience with micro-service architecture, containerization (Docker), integration and 

Docker management tools like Kubernetes 

- Experience with micro-services monitoring tools like Grafana, Prometheus 

- Hands-on experience using Cloud Services (Azure/Google Cloud/AWS) 

- Familiar with Cloud technologies AWS, Azure, ZetaGrid & Vmware  

- Experience working on high availability systems  

AR / VR 

AR / VR research produced limited results which add not value to this section. 

Smart Factories 

Similarly, Smart Factories research produced limited results which add not value to this 

section. 

Cyber Security 

In summary, education, competencies and work experience in the Cyber Security field and 

related vacancies included: 

- Liaising with the organisation to ensure that required security controls are 

implemented 

- Proven experience in managing the IT infrastructure and ensuring that it adheres to 

strict security standards 

- Degree in information security or IT related 

- Experience within information security  

- Experience in IT auditing  
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- Knowledge of Python, Java, C, SQL, Unix and Linux  

- A minimum of six (6) years working experience in technology of which at least three 

years in cyber security, with proven track record of developing information security 

policies.  

- Tertiary level of education in IT, Cyber security or other related field 

- Minimum of five (5) working years of experience in the area of Cyber security and/or 

ICT Risk Certifications such as CISSP, CISM, or CRISC, and expected to have strong 

knowledge of cybersecurity frameworks and standards such as ISO 27000  
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2.3.5 Poland 

2.3.5.1 Skills & Competencies in Poland 

2.3.5.1.1 Most Popular skills 

The most popular skills and competences in Industry 4.0 technologies, according to our research 

on job positions/policies/reports from Poland, are as follows: 

- Analytical skills 

- Programming / coding (various languages) 

- Automation/ Robotics 

- Digital literacy 

Foreign languages skills are very important, due to the fact that many companies activating in 

Poland are working for global clients and /or are part of large multinational companies. English 

it’s a must for most of the jobs analysed but many jobs require a second foreign language: German 

and Russian.   

In terms of soft skills, employers are mostly looking for the following: 

- Critical thinking 

- Problem solving skills 

- Flexibility 

- Teamwork  

- Risk Management 

- Decision Making Skills 

2.3.5.1.2 Education, competences and work experience 

Polish education system offers training/education in some Industry 4.0 related concepts, in both 

secondary and tertiary education but for the majority of the analysed jobs, an university degree is 

required. Depending on the field, the degree could be in: Computer Science, Information 

Technology or Engineering. 
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2.3.6 Romania 

2.3.6.1 Skills & Competencies in Romania 

2.3.6.1.1 Most Popular skills 

The most popular skills and competences in Industry 4.0 technologies, according to our research 

on job positions/policies/reports from Romania, are as follows: 

- Programming / coding (various languages) 

- Digital literacy 

- Analytical skills 

- Automation/ Robotics 

 

Foreign languages skills are very important, due to the fact that many companies activating in 

Romania are working for global clients and /or are part of large multinational companies. English 

it’s a must for most of the jobs analysed but many jobs require a second foreign language: French, 

German, Italian, Spanish and other. 

2.3.6.1.2 Education, competences and work experience 

For the majority of the analysed jobs, a university degree is required. Depending on the field, the 

degree could be in: 

- Computer Science, Information Technology or related field (especially for jobs related 

to Cloud Computing and Cyber Security) 

- Engineering (especially for jobs related to industrial Robotics, Smart Factory, 3D 

printing) 

- Technical or economical university studies (especially for jobs related to RPA) 

However, in Romania there are also jobs related to Industry 4.0 suited for secondary school 

graduates: robotic welder, robot operator. Also, it’s quite usual for the graduates of good high 

schools (especially Computer Science high schools) to have a job in IT (sometimes related to 

Industry 4.0) starting from their last year and continuing, sometimes, in parallel with their university 

studies. The companies are quite open in hiring talented young people even if they don’t have 

(yet) a diploma. 

The Romanian education system offers training/education in some Industry 4.0 related concepts, 

in both secondary and tertiary education. However, there is also room for improvement, especially 

regarding the match between the skills needed by the companies and the ones delivered by 

education system.  

The required experience varies a lot depending on the job offered. Normally, a minimum of 5 

years of working experience is required for Senior roles (even more for some positions in Cyber 

Security and Cloud Computing) and minimum 2 years of working experience for IT jobs. However, 

there are also jobs for graduates with 0 - 2 year relevant experience. 

The most sought-after soft skills by the Romanian employers are: 
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- Flexibility, adaptability 

- Communication abilities 

- Critical thinking 

- Life-long learning ability 

- Team working abilities  

- Problem solving 
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2.3.7 Spain 

2.3.7.1 Skills & Competencies in Spain 

Taking the job offers in the analysis the skills distribution is:  

 

 

A: PLC’s and property technology programming 

B: High level language programming (C, C++, C#...) 

C: Advanced level of English 

D: Travel capability 

2.3.7.1.1 Most Popular skills 

- Availability to travel in almost all job offers 

- Capacity for teamwork 

- Organizational capacity 

2.3.7.1.2 Education, competences and work experience 

- Spoken and written English 

- Demonstrable in C programming 

- PLC’s programming knowledge 

- Minimum 1 year experience 
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2.4 The Skills Verification Tool Set 

This section presents an introduction to the Skills Verification Toolset as well as the compendia 

of the results of the piloting activities developed by all partners in their respective countries. 

2.4.1 Introduction 

The Skills Verification Tool is a digital tool implemented on the Direction 4.0 platform. It is based 

on a Model Skills Set developed as an output of the project and designed in a form of digital tool 

where students can choose their skills from a given set, rate them using scale provided and 

generate a score that will indicate a field best matching their profile, so that they can be directed 

in the choice of career path. On the other hand, they will be able to choose a field that they are 

most interested in, and verify their profile against determined model requirements, so as to know 

what skills they still need to develop in order to succeed.  

The Skills Verification Toolset is accessible at https://dir40.erasmus.site/skills-verification-tool/ 

2.4.2 Methodology of Data Collection for the Skills Verification Toolset 

2.4.2.1 Aim of Assessment 

The aim of the assessment was to collect feedback about two main aspects: 

- usability & efficiency. 

- ability of the tools to enhance learning. 

The assessment methodology was articulated in three purposes: 

- Operational purpose: how results were developed. 

- Summative purpose: consistence between expected and achieved results. 

- Learning purpose: identification of the critical factors which determine the success of 

the project activities, and overall recommendations that could be drawn. 

2.4.2.2 Description of tools for capturing user feedback and reporting results 

Feedback from participants was captured through a questionnaire proposed during the 

Workshops which: 

- presents the conclusions, corrective actions and suggested next steps. 

- use graphics to report the analysis of the closed questions.   

  

https://dir40.erasmus.site/skills-verification-tool/
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2.4.2.3 Application of quality metrics defined in the Quality Plan for the pilots 

The feedback questionnaires were referred to the following qualitative assessment indicators 

defined in the Quality Plan for the pilots: 

Qualitative Indicators 

Indicator 

Satisfaction of participants about the results 
Number of intended users reached 
User readiness 
Evaluation forms completion 
Tool effectiveness 
Tool usefulness 
 

 

2.4.3 Summary of Results 

According to the pilot evaluation, we found out that the students involved in the project (Cyprus, 

France, Italy, Malta, Poland Romania, Spain) recognise having a good mastery of the following 

soft skills:  

- problem solving,  

- communication ability,  

- creativity.  

 

The questionnaire highlights an average rating regarding the following skills:  

- flexibility. 

 

According to the market needs they lack in analytics and decision making skills. 

 

Regarding Digital Skills, it seems quite common among the students a high rating for the 

following skills: digital electronics, digital design, digital literacy. 

 

While Video sound production and Game development skills are not commonly possessed by  

the students, they are not particularly in demand according to market needs. 

 

What has to be improved is the teaching and training of the following digital skills: 

- Cyber security,  

- Security and compliance, 

- Cyber Physical Systems,  

- Data mining,  

- Cryptographic skills,  

- Cloud Manufacturing. 

 

As the market seems to require this particular set of skills, it should be recommend to include 

the development of these skills in the curricular studies of European students, especially in 

upper secondary technical schools and universities.    
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3 Country Conclusions  

It is a poignant reality that while a number of young entrepreneurial businesses are geared to 

embrace the disruptions brought by Industry 4.0, many old established organisations are inherinlty 

change resistant and believe that getting ready for Industry 4.0 is not an easy change. This is also 

reflected in the jobs being advertised. It is hoped that this document aids in better identifying the 

skills and competencies required to be more employable in the 21st century and paves the way to 

further job creation in the related fields.  

 

In Cyprus for example, Cypriot companies are not ready yet to shift to Industry 4.0 and related 

technologies. Job openings and skills required are focused more on IT, computer engineering 

and related sciences rather than robotics, AR/VR technology, additive manufacturing and/or 

digitalization of the industry. 

Cypriot companies might neglect the fact that the new era of interconnectivity and digitalization 

has already arrived, and might not be aware of the various benefits that come with Industry 4.0 

technologies, such as improved productivity and quality of product and services, better asset 

efficiency, rapid prototyping, customization and big data analysis. Manufacturers will need to start 

shifting to Industry 4.0 if they are not to be left behind by the developments and their competitors 

both in-land and abroad. 

 

In France, Intelligent, ecological, efficient and economical, the factory of the future of Industrie 

4.0 constitutes a strong technological change of our industry. It is a revolutionary economic 

concept devised by the German Chancellery to limit the effects of offshoring production, or even 

reverse it. 24 million new jobs will have to be created in Europe, medium term thanks to industry 

4.0. 

 

In Italy, Industry 4.0 implies important technological changes, along with new abilities and 

competences that must be acquired as soon as possible by all people working in the different 

fields. Both companies and schools are involved in this process of modernization to upgrade 

workers’ skills and knowledge so that they are ready for this challenge E.U. is facing. 

 

As emphasised above, while a number of young entrepreneurial businesses in Malta are geared 

to embrace the disruptions brought by Industry 4.0, many old established organisations are 

inherently change resistant and believe that getting ready for Industry 4.0 is not an easy change. 

It is believed that through the intervention of Government investing in a digital economy, Malta 

will experience better readiness to the disruptions brought about by Industry 4.0. 

 

In Poland, the concept of Industry 4.0 and Artificial Intelligence has been arousing more and 

more interest among the employees of upper and lower level Polish production plants. 

Moreover, there is a growing awareness that the application of innovative solutions allows 
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building an advantage on the market. The implementations already carried out show that it is 

possible to modernize production and increase its profitability with a relatively small financial 

outlay. Entrepreneurs who are interested in increasing profits, limiting production, or improving 

KPIs should look carefully at the concept of Industry 4.0 and contact the companies which 

implement such solutions. 

 

There is a lot happening in the Romanian Industry 4.0 sector: many companies are offering 

numerous jobs, a high demand for relevant skills and a shortage of skills, big expectation for the 

future. 

The most of the jobs related with Industry 4.0 available in Romania are in the fields of Cloud 

Computing, Cyber Security and RPA. The people with the right skills and competences can easily 

find a good job in Industry 4.0 

 

It is true that in Spain there is an increase in industrial robotics mainly due to the car industry, 

according to the IFR 2019 World Robotics Industrial Robots report, Spain holds the fourth place 

in the European industrial robotics market (after Germany, Italy and France) in 2018 and recover 

the tenth position in the world ranking. 

(Source: http://www.interempresas.net/Flipbooks/C/109/pdf/C109_HD.pdf) 

However, state initiatives are aimed at educational robotics and not industrial robotics, there are 

initiatives such as https://www.entreestudiantes.com/2019/03/intef-expertos-robotica/ for the 

training of future robotics experts, but it focuses on consumer robotics rather than industrial 

robotics. 

So one of the most important skills to develop in the field of robotics training, goes through the 

ability to extrapolate educational concepts to industrial robotics.  

In the case of robotics in Spain, the industry demands an experience that is not what is usually 

taught in the most common extracurricular robotics courses. It is important that the extracurricular 

course that emerges from this project should incorporate competencies applicable to the industrial 

robotics, and not only has to focus on the programming of final applications that accompany some 

robotics kits. It is very important to gain experience in programming and general algorithmic that 

will be applicable to any platform. 

The orientation of the use of robotics courses in Spain should induce to understand the 

fundamental concepts on which the industrial robots used in the industry in general are based, 

for example, the use of servo motors, the use of sensors and so on. 
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